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Who am |

Live with upstream kernel

Who writes the Linux kernel

Architecture relative features

Memory features

Staging features: ILP32
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OLinux kernel developer
ODistributed storage developer
OQOpen source lover

OWechat public account: 81k~
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O Why
O Minimize migration effort
OE.g. migrate from kernel 4.4(16.04) to kernel 4.15(18.04) after three years LTS.

O Collaborate with community
O What

O Feature

O Pull request

O Commit message

O Code
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O How
O Website
O Mailing list
O IRC|(e.g. irccloud)

O Conference

S



O kernel newbie: hitps://kernelnewbies.org/Linux_4.16

O LWN: merge window
O 4.16 Part1: hitps://Iwn.net/Articles/746129/
O 4.16 Part2: hitps://Iwn.net/Articles/746791/
O 4.17 Part1: hitps://Iwn.net/Articles/750928/
O 4.17 Part2: hitps://Iwn.net/Articles/751482/
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*+No.l Hobbyists 7558417(11.53%)
*+ No.2 Intel 6159531(9.39%)
* No.3 Red Hat 6074666(9.26%)
* No.4 Unknown 5775254(8.81%)
*+No.5 Novell 3229108(4.92%)
* No.6 AMD 2620724(4.00%)
+No.7 IBM 2601454(3.97%)
* No.8 Broadcom 1848568(2.82%)
*No.9 Linaro 1407847(2.15%)
+No.10 Samsung 1370381(2.09%)

Who writes the Linux kernel

ref: http://www.remword.com/kps_result/all_whole_line.htm




\_Netronome Systems 192

1.4%

Huawei Technologies 11781

4 Most active 4.16 employers )
By changesets By lines changed
Intel 1424 10.6% AMD 97644 14.2%
Red Hat 9711 7.2% Intel 73566 10.7%
(Unknown) 962 7.2% (Unknown) 33700 4.9%
(None) 895 6.7% Red Hat 33027 4.8%
AMD 677 5.0% (None) 31155 4.5%
IBM 566 4.2% IBM 26329 3.8%
Linaro 524 3.9% Linaro 25245 3.7%
Renesas Electronics 373 2.8% (Consultant) 20772 3.0%
Mellanox 366 2.7% Cavium 18173 2.6%
Google 365 2.7% Samsung 16587 2.4%
SUSE 337 2.5% ARM 16368 2.4%
(Consultant) 333 2.5% Broadcom 13868 2.0%
ARM 328 2.4% Texas Instruments 13597 2.0%
Oracle 320 2.4% Code Aurora Forum 13437 2.0%
Huawei Technologies 295 2.2% Oracle 13335 1.9%
Samsung 272 2.0% Bootlin 13038 1.9%
Texas Instruments 233 1.7% Mellanox 12999 1.9%
Broadcom 201 1.5% Google 12281 1.8%

1.7% /

rel;
https://lwn.net/Articles/750
054/

Who writes
the Linux

kernel




O ISA and side-channel afttack
O Ref: google I/O 1'31"": hitps://mp.weixin.gg.com/s/bUVQVk3IWEBMAWNNDLFNJ4HQ

O Upstream status
O Addressing Meltdown and Spectre in the kernel: https.//lIwn.net/Articles/743265/

O Meltdown/Spectre mitigation for 4.15 and beyond: https://Iwn.net/Articles/744287/

O Meltdown and Spectre mitigations — a February update:
https://lIwn.net/Articles/746551/

O Variant4: https://bugs.chromium.org/p/project-
zero/issues/detail2id=1528&from=timeline

O From google project zero as well
@)= 10



https://lwn.net/Articles/743265/
https://lwn.net/Articles/744287/
https://lwn.net/Articles/746551/
https://bugs.chromium.org/p/project-zero/issues/detail?id=1528&from=timeline

BamvordeMacBook-Pro:1linux bamvor$ git log ——onelinev——grep array_index. *nospec

56986016cb8c
85a2d939c059
eb6174f6d1lbe
b98c6a160a05
1d91c1d2c80c
d4667cald261
8fa80c503b48
be3233fbfcb8
dff839f27dc8
c0136321924d
6314d90e6493
022620eed3d0
e2dd833389cc
085331dfc6bb
edfbae53dab8
259d8c1e9843
2fbd7af5af86
c7f631cb@7e7
b3bbfb3fb5d2
babdde2698d4
f3804203306e
f84a56f73ddd

powerpc/64s: Wire up cpu_show_spectre_v1()

Merge branch 'x86-pti-for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/tip/tip
nospec: Include <asm/barrier.h> dependency

nospec: Allow index argument to have const-qualified type

nospec: Kill array_index_nospec_mask_check()

Merge branch 'x86-pti-for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/tip/tip
nospec: Move array_index_nospec() parameter checking into separate macro

x86/speculation: Fix up array_index_nospec_mask() asm constraint

Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/s390/11inux
Merge tag 'arm64-upstream' of git://git.kernel.org/pub/scm/linux/kernel/git/arm64/1inux

arm64: entry: Ensure branch through syscall table is bounded under speculation
arm64: Implement array_index_mask_nospec()
s390: add optimized array_index_mask_nospec

x86/kvm: Update spectre-vl mitigation

x86/spectre: Report get_user mitigation for spectre_vl

nl80211: Sanitize array index in parse_txq_params

x86/syscall: Sanitize syscall table de-references under speculation
x86/get_user: Use pointer masking to limit speculation

x86: Introduce __uaccess_begin_nospec() and uaccess_try_nospec

x86: Implement array_index_mask_nospec

array_index_nospec: Sanitize speculative array de-references
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(within bounds(index)) {
value array[index];
if (some function of(value))
execute externally visible action();
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diff --git a/arch/x86/include/asm/barrier.h b/arch/x86/include/asm/barrier.h
index 7fb336210elb..173b38f5fe88 100644

--- a/arch/x86/include/asm/barrier.h .
+++ b/arch/x86/include/asm/barrier.h gIT show babdde2693d4

@@ -24,6 +24,30 @@
#define wmb() asm volatile("sfence" ::: "memory")
#endif

+/%*

+ * array_index_mask_nospec() - generate a mask that is ~@UL when the

+ * bounds check succeeds and @ otherwise

+ * @index: array element index

+ * @size: number of elements in array

o *

+ * Returns:

+ * @ - (index < size)

+ */

+static inline unsigned long array_index_mask_nospec(unsigned long index,

+ unsigned long size)

+{

+ unsigned long mask;

e

+ asm ("cmp %1,%2; sbb %0,%0;" SBB: Integer Subtraction with Borrow. ref:
+ po=r? (mask) - https://c9x.me/x86/html/file_module x86_id
+ :"r"(size),"r" (index) -
+ :"cc™); 286.html

+ return mask;

+}

R

+/* Override the default implementation from linux/nospec.h. */
+#define array_index_mask_nospec array_index_mask_nospec
+



https://c9x.me/x86/html/file_module_x86_id_286.html

git show 022620eed3d0

Arm armv8 Cé-661:

SBC: Subtract with Carry subtracts a register
vaue and the value of NOT (Carry flag)
from a register value, and writes the result
to the destination reqister

diff --git a/arch/arm64/include/asm/barrier.h b/arch/armé4/include/asm/barrier.h
index c@a846d2c602..f11518af9%6a9 100644

--- a/arch/arm64/include/asm/barrier.h

+++ b/arch/arm64/include/asm/barrier.h

€@ -41,6 +41,27 @@

#define dma_rmb() dmb(oshld)
#define dma_wmb() dmb(oshst)
+/*

+ * Generate a mask for array_index__nospec() that is ~@UL when @ <= idx < sz
+ * and @ otherwise.

+ */

+#define array_index_mask_nospec array_index_mask_nospec

+static inline unsigned long array_index_mask_nospec(unsigned long idx,

+ unsigned long sz)
+{

+ unsigned long mask;

+

+ asm volatile(

+ ! cmp %1, %2\n"

+ sbc %0, xzr, xzr\n"
+ : "=r" (mask)

- :"r" (idx), "Ir" (sz)

+ 3 Madhe

&

+ csdb();

- return mask;

+}

&



Spectre vulnerability(variant 1): “bounds-check

bypass” cont(armé4)

“For CPUs capable of data value
prediction, CSDB waits for any
outstanding predictions to
architecturally resolve before allowing
speculative execution to continue.
Provide macros to expose it fo the arch
code.”

diff --git a/arch/armé4/include/asm/assembler.h b/arch/armé64/include/asm/assembler.h
index 794feB8122602..70%9adde%eB80f 100644
-== af/arch/arm64/include/asm/assembler.h
+++ b/arch/armé64/include/asm/assembler.h
@@ -116,6 +116,13 ae
.endm

/*
+ * Value prediction barrier
+ *
+ .macro csdb
+ hint #20
+ .endm
+
+

/*
* NOP seguence
*/
.Macro nops, num
diff --git a/arch/armé4/include/asm/barrier.h b/arch/armé4/include/asm/barrier.h
index 77651c49efd4..c0aB46d2c602 100644
-=-- afarch/armé4/include/asm/barrier.h
+++ b/arch/armé4/include/asm/barrier.h
@@ -32,6 +32,7 ead
#define dsb(opt) asm volatile("dsb " #opt : : : "memory”)

#define psb_csync() asm volatile("hint #17" : : : "memory")
+#define csdb() asm volatile("hint #20" : : : "memory"”)

#define mb() dsb(sy)
#define rmb() dsb(1ld)



https://patchwork.kernel.org/patch/10200747/

SCMI: ARM System Control and | MJﬁ)@@@m@@u Interface

System Control and Management Interface |
|
/ Application Processor \ \

OSPM ( Device

Device or CPU Device power
performance domains [ ]
. ‘ . Device
I | | |

performance

PSCI

CPU power . . |
domains \ : l

Device

System Control Processor

SoC

- Secure -+ Private to device

----» Non secure === PSC| SMC call

Figure 1 Example system that implements SCMI.

infocenter.arm.com/help/index.jspgtopic=/com.arm.doc.den0056a/index.html e 16


http://infocenter.arm.com/help/index.jsp?topic=/com.arm.doc.den0056a/index.html
http://infocenter.arm.com/help/index.jsp?topic=/com.arm.doc.den0056a/index.html

SCMI Design Overview

oS

Device Power Sensors

ACPI/ DT

Perf domain
protocol

Power
domain prt

Power domain Sensors
rotocol Drotoc

Other transport

Mailbox
Doorbell

Platform Controller

Ref:
https://www.linuxplumbersconf.org/2017/ocw/system/presentations/4759 /original/fast dvfs scmi. [@fess= 17



https://www.linuxplumbersconf.org/2017/ocw/system/presentations/4759/original/fast_dvfs_scmi.pdf

cpufreq:

scmi:

* tag 'scmi-updates-4.17' of ssh://gitolite.kernel.org/pub/scm/linux/kernel/git/sudeep.holla/linux:
add support for fast frequency switching
cpufreq: add support for CPU DVFS based on SCMI message protocol

hwmon: add support for sensors exported via ARM SCMI
hwmon: (core) Add hwmon_max to hwmon_sensor_types enumeration
support for clocks provided by SCMI

clk: add

firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:
firmware:

arm_scmi:
arm_scmi :
arm_scmi :
arm_scmi:
arm_scmi:
arm_scmi:
arm_scmi :
arm_scmi :
arm_scmi:
arm_scmi:
arm_scmi:
arm_scmi :
arm_scmi :
dt-bindings: arm: add support for ARM System Control and Management Interface(SCMI) protocol

add
add

device power domain support using genpd
per-protocol channels support using idr objects

refactor in preparation to support per-protocol channels

add
add

option for polling based performance domain operations
support for polling based SCMI transfers

probe and initialise all the supported protocols

add
add
add
add
add
add
add

initial support for sensor protocol

initial support for power protocol

initial support for clock protocol

initial support for performance protocol

scmi protocol bus to enumerate protocol devices
common infrastructure and support for base protocol
basic driver infrastructure for SCMI

dt-bindings: mailbox: add support for mailbox client shared memory

Ref: gif log f46f11dc1e86270935041flbc3920ba/1a050a5fdAl




SCMI: ARM System Conirol and Management Interface

@m_hwmon_device_register_with_infD @on_thermal_get_l@

@ hwmon @
@ SeNsor readm@

@one xfer_init ‘ scmi_one_xfer_put
A A




Figure 5: AES128-GCM Encryption Throughput

4KB 16KB 64KB 256KB 1MB 4MB 16MB 64MB

Message Size

—ge Op eSS (UNtrusted) g N2l Txsd (trusted)

Memory encryption: Intel SGX

Ref: hitps://medium.com/@danny_harnik/impressions-of-intel-sgx-performance-224420935%95a
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Figure 2: Address Mapping

ORef: http://amd-dev.wpengine.netdna-

cdn.com/wordpress/media/2013/12/AMD_Memory_Encryption_Whitepaper_v/-Public.pdf -
& s 2|



@@ -1365,6 +1369,13 @@ unsigned long do_mmap(struct file *file, unsigned long addr,
if (offset_in_page(addr))
return addr;

1f (flags & MAP_FIXED_NOREPLACE) {
struct vm_area_struct *vma = find_vma(mm,

if (vma &_& vma->vm_start <= addr)
return -EEXIST;

h

if (prot == PROT_EXEC) {
pkey = execute_only_pkey(mm);
if (pkey < 0)

Memory: |ntrOdUC9 gif log --oneline --grep MAP_FIXED_NOREPLACE
MAP—FIXED—NOREPLACE Commit: a4ff8e8620d3 mm: infroduce MAP_FIXED_NOREPLACE
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Cyury/1lp32-4.16) armo4:
armo4 : i1 l1lp32:
armoe4 : i l1lp32:

1lp32: Make the Kconfig option default vy
add ARM64_TLP32 to Kconfig
add wvdso-1ilp32 and use for signal return

armo4 : ptrace: handle ptrace_request differently for aarch3Z2 and ilp32
armo4-: 1lp32: introduce ilp32-specific sigframe and ucontext

arme4: signal32: move 1lp32 and aarch32 common code to separated file
armo4: signal: share 1p64 signal structures and routines to ilp32
armo4: 1lp32: add sys_ilp32.c and a separate table (in entry.S) to use it
armo4-: 1lp32: share aarch32 syscall handlers

arme4: 1lp32: introduce binfmt_ilp32.c

armo4 : change compat_elf_hwcap and compat_elf_hwcap2Z2 prefix to a32
armo4 : introduce binfmt_elf32.c

armo4: 1lp32: add is_ilp32_compat_{task,thread}¥ and TIF_3Z2BIT_AARCHOG4
armo4 : introduce is_a32_task and is_a32_thread (for AArch32 compat)
armo4 : uapi: set __BITS_PER_LONG correctly for ILP32 and LPo4

armo4 : rename functions that reference compat term

armoe4: rename COMPAT to AARCH32Z2_ELO in Kconfig

armoe4: 1l1lp32: add documentation on the ILP32 ABI for ARM64

thread: move thread bits accessors to separated file

asm—generic:

32-bit userspace ABI:

compat ABT:

Drop getrlimit and setrlimit syscalls from default 1list
introduce ARCH_32BIT_OFF_T config option
use non—-compat openat and open_by_ handle_at wvariants

ptrace: Add compat PTRACE_{G,S}ETSIGMASK handlers
armo4 : signal: Make parse_user_sigframe() independent of rt_sigframe LlLayout
Ctag: v4.16) Linux 4.16

Ref: hitps://github.com/norov/linux/tree/ilp32-4.16

(& izt
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ILP32 LP64 LLP64 ILP64

char 8 8 8 8
short 16 16 16 16
int 32 32 32 64
long 32 64 32 64
long long 64 64 64 64
Size t 32 64 64 64
pointer 32 64 64 64

arm

aarch32
aarch64 ILP32 aarch64 LP64 64bit windows
X32
n32

Staging features: ILP32




APP

OS porting : Machine porting

Kernel There is no

aarch32 ILP32
kernel(at
least for now)

Staging features: ILP32



commit 48a17244fe5d663d7b9138175b066b90edd9de4b
Author: Philipp Tomsich <philipp.tomsich@theobroma-systems.com>
Date: Tue May 24 03:04:51 2016 +0300

arm64:ilp32: add vdso-ilp32 and use for signal return

ILP32 VDSO exports following symbols:
—-kernel_rt_sigreturn;
__kernel_gettimeofday;
__kernel_clock_gettime;
__kernel_clock_getres.

What shared object to use, kernel selects depending on result of
is_ilp32_compat_task() in arch/arm64/kernel/vdso.c, so it substitutes
correct pages and spec.

Adjusted to move the data page before code pages in sync with
commit 601255ae3c98 ("arm64: vdso: move data page before code pages")

Signed-off-by: Philipp Tomsich <philipp.tomsich@theobroma-systems.com>
Signed-off-by: Christoph Muellner <christoph.muellner@theobroma-systems.com>
Signed-off-by: Yury Norov <ynorov@caviumnetworks.com>

Signed-off-by: Bamvor Jian Zhang <bamv20@5@gmail.com>
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http://mp.weixin.qq.com/s?__biz=MzI5MzcwODYxMQ==&mid=2247483744&idx=1&sn=c1e047036062dd97aae70cd8d6682f41&chksm=ec6cb74cdb1b3e5a9a21be4b24519a125e071461c02fb4e962c839e2647824ffd313d542b9ae&scene=21
http://mp.weixin.qq.com/s?__biz=MzI5MzcwODYxMQ==&mid=2247483755&idx=1&sn=ce1aaa72e0cc2d1933c9ed8002ab96da&chksm=ec6cb747db1b3e51ee9b56f9c8e3fa10f879d97e5a0b17da0dbbb51b48b8fead0adaff64d9a4&scene=21
https://mp.weixin.qq.com/s?__biz=MzI5MzcwODYxMQ==&mid=2247483757&idx=1&sn=aa7376cf5f752b4d66a93a8d2fc99c20&scene=21
http://mp.weixin.qq.com/s?__biz=MzI5MzcwODYxMQ==&mid=2247483722&idx=1&sn=6f4ab00336e1beb589388be5fdc8e34c&chksm=ec6cb766db1b3e70995205ec548ed120b7c4fc3d21e513ae744641966341886a77aa7482a6fd&scene=21
http://mp.weixin.qq.com/s?__biz=MzI5MzcwODYxMQ==&mid=2247483723&idx=1&sn=87296941e308d5d5e427b632483fd45f&chksm=ec6cb767db1b3e711bee73b95078dc1114721cab6112cc0626d6298103e40e3497702164bf2b&scene=21
http://mp.weixin.qq.com/s?__biz=MzI5MzcwODYxMQ==&mid=2247483731&idx=1&sn=e2bb2be181cf85d219fcedb58d4dafe4&chksm=ec6cb77fdb1b3e696586dc6f9f7d5ff11cc35f989f9630c127800db2eb2ee03e4f29bdc82e2f&scene=21

